Appl. No. 09/809,073 
Atty. Dkt.: 550-221 
Amdt. dated Dec. 21, 2004 
REPLACEMENT SHEET 




Access 
Details 



Pass/Fail 



OS 



File Request 



Request Grant 





10 



Fig. 1 



Appl. No. 09/809,073 
Atty. Dkt.: 550-221 
Amdt dated Dec. 21, 2004 
REPLACEMENT SHEET 



Start 



User specifies 
banned files 



Encrypt with private key 



Distribute Banned DAT 
to user computers 



14 



Generic DAT genarator 
produces Banned DAT 



End 



Fig. 2 




Appl. No. 09/809,073 ) 
Atty. Dkt.: 550-221 

Amdt. dated Dec. 21 , 2004 j 

REPLACEMENT SHEET J 



Start | 



Run AV software 



1 



22 



Decrypt Banned DAT ^v24 
with public key 



Authenticate Banned DAT ^1 — 26 



Store Banned DAT in 
secure memory 



28 



N 



Trigger 
AV action 



K-36 



Return fail 
to OS 



^38 



Request details 
received from OS? 



^-30 



Scan with AV DAT 



A_32 



Pass? h -" 34 



Scan with Banned DAT 1-40 



42^ 



Pass? \ 



N 



48\JN 



44 



Trigger 
banned action 



Return pass 
to OS 



46 \a 



I 



Return fail 
to OS 



End 



Fig. 3 



